RDP Configuration Guide for

Windows Server 2016




This guide is intended for the purpose of building up a common RDP server, it is
not for use in other advanced purposes.

Please follow this guide to set up a Session Host and/or Virtual Host server
properly. The configurations might vary in different Windows server OS versions.

Summary:
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2 Configure Remote User Authentication In “Control Panel......6
3 Configure “Windows Firewall” in “Control Panel"............c.u..... 9
4 Group policy setting for system optimization..........enen. 10
5 Reboot the SYStem... e 21
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1 Add Roles (Remote Desktop Session Host)

B lLaunch “Server Manager”
B Click “Add roles and features”

Server Manager * Dashboard Manage

Dashboard WELCOME TO SERVER MANAGER

Local Server
All Servers . .
. _ o Configure this local server
File and Storage Services P
Hyper-V QUICK START

IS 2 Add roles and features

@FEFEADm

Remate Desktop Services b
SIS EE ey SR 3 Add other servers to manage

WHAT'S NEW
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Serverstotal: 1

emasnse || ey 1
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

B Click “Next”

DESTINATION SERVER

Before you begin crsession beloca

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hasting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[[] Skip this page by default

< Previous
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B Click
m  Click

“Role-based or feature-based installation”

" N eXt n

Select installation type

Before You Begin

Server Selection

DESTIMATION SERVER

metsession.abe local

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

Install | | Cancel

m Click “Select a server from the server pool”

m Click

“Next”

Select destination server

Before You Begin

Installation Type

Server Roles

Features

Select a server or a virtual hard disk on which to install roles and features,

DESTIMATION SERVER
mictsession.abelocal

(@) Select a server from the server pocl

) Select a virtual hard disk

Server Pool

Filter:

Name IP Address

metsession.Jocal 192.168.1.103

Operating System

Microsoft Windows Server 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collaction is still incomplete are not shown.

< Previous | Install

| | Cancel
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Expand “Remote Desktop Services”
Check "“Remote Desktop Session Host”
Click “Next”

m Click “Install”

Note: Once you click “Install” the system will initiate the “Role and Feature” installation process. Please reboot the system

once the status shows installation successful.

Select server roles

Before You Begin

Installation Type

Features

Select one or more roles to install on the selected server.

Roles

| MNETWOrK FOICY 3N ACCESS Services
[] Print and Dacument Services
[] Remaote Access
|E|2'emote Desktop Services (2 of 6 installed) I
[[] Remote Desktop Connection Broker

Femote Deskt: tualization Host (Installed)
[[] Remote Desktop Web Access
[] Volume Activation Services
b [E] Web Server (I1S) (8 of 43 installed)
[[] Windows Deployment Services
[[] Windows Server Essentials Experience
[71 Windows Server Update Services
<]

DESTIMATION SERVER
mctsession.abcbocal

Description

Remote Desktop Session Host (RD
Session Host) enables a server to
host RemoteApp programs or
session-based desktops. Users can
connect to RD Session Host servers
in a session collection to run
programs, save files, and use
resources on those servers. Users
can access an RD Session Host
server by using the Remote Desktop
Connection client or by using
RemoteApp programs.

Install | | Cancel
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successfully

[ Server Manager

Server Manager * Local Server

i PROPERTIES

Manage  Tools

Dashboard For mctsession
Local Server
Computer name mctsession
B& All Servers Domain Jocal
¥E File and Storage Services b
5:] Hyper-V
o s Windows Firewall Private: Off
® Remote Desktop Services b Remote management Enabled
Remote Deskio Enabled
NIC Teaming Disabled

vEthernet (Realtek PCle GBE Family Controller - Virtual Switch) 192.168.1.103, IPv6 enabled

Operating system version Microsoft Windows Server 2012 R2 Standard

Hardware information System manufacturer System Product Name

2016/10/28 T4 01:31
Never check for updates
2016/12/1 £ 0718

Last installed updates
Windows Update
Last checked for updates

Windows Error Reporting off
Customer Experience Improvement Program  Not participating

IE Enhanced Security Configuration off

Time zone (UTC+08:00) Taipei

Product ID Net activated

Processors ntel(R) Core(TM) i7-6700 CPU @ 3.40GHz
Installed memory (RAM) 1668

Total disk space 1050.24 GB

Launch “Server Manager” to verify the “Remote Desktop Session Host” is installed

[ Server Manager
Server Manager * Dashboard

Dashboard

WELCOME TO SERVER MANAGER

Tools

@I T e

0 Local Server

#7 Al ) .
_n meeeE o Configure this local server
BE File and Storage Services b =

BB Hyper-v QUICK START
fo s 2 Add roles and features
R te Desktap S 13
I® =il L e I 3 Add other servers to manage _
WHAT'S NEW
= 4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Rolesi4 | Servergroups:1 | Servers totak 1 ||
File and Storage -
q 1 Hyper-V 1 [@ 1S 1
Services m b
Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
[ Server Manager -8 -
Manage Tools
~
® SERVERS
All servers | 1 total TASKS ¥
Filter o @} - i~
- - - - -
Server Name  IPvd Address ~ Manageability Last Update Windows Activation
Performance counters not started 2017/6/19 T<F 03:25:48  Not activated
EVENTS
All events | 3 total TASKS +
Filter » ® - )
Senger Name 1D Severity Source log ~
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2 Configure Remote User Authentication in “Control Panel”

m Configure “Remote settings”
» Goto "“Control Panel \ System and Security \ System”
» Click “Remote settings”

i
T |n§1 » Control Panel » Systermn and Security » System v | | Search Control Panel P |
7]
Control Panel Home . .. .
View basic information about your computer
Device Manager Windows edition
Remote settings I Windows Server 2012 R2 Standard
Advanced system settings © 2013 Microsoft Corperation. All rights reserved. == Wlndows Server°201 2 RZ
System
Processon Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz 3.41 GHz
Installed memory (RAM):  16.0 GB
System type: 64-bit Operating System, xf4-based processor
Pen and Touch: Limited Touch Support with 10 Teuch Points

Computer name, domain, and workgroup settings
Computer name: mctsession 'S'Change settings
Full computer name: mctsession.local
Computer description:

Domain: local
Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product I Activate Windows

Seealso
Action Center
Windows Update
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» Clickthe “Remote” tab

Select “Allow remote connections to this computer”

A\

> Uncheck "Allow connections only from computers running Remote Desktop with
Network Level Authentication (Recommended)”

Note: This will allow the user remote access to the host without entering a user name and
password in the client connection settings.
» Click "Select Users..."

| Computer Name | Hardware | Advanced | Remcte I

Remote Assistance

[ ] Mllow Bemote Assistance connections to this computer

Femote Deskdtop
Choose an option, and then specify who can connect.
1 Don't allow remote connections to this computer

(®) Alow remote connections to this computer

[JiMlow connections only from computers running Hemote
Deskdop with Network Level Authentication irecommended)

Help me choose

m Click “Add”
m Click "Advanced...”

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

Select this object type:
| Users or Built-in security principals | | Object Types... |

< 1]

Admiristrator already has access. From this location:
[ MCTSESSION jons... |

Enter the object names to select (sxamples):

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.




m Click “Find Now"

B Select users to assign who has permission to remote access this pc

m Click "OK"
Note: Choose “Everyone” to require all existing users to obtain remote access authority from the
host.

Select this object type: Select this object type:
Users or Builtin security principals i | Users or Builtin security principals | | Object Types... |

From this location: From this location:
[MCTSESSION — [MCTSESSIoN | [ Locations... |

Common Queries Common Queries

Hame: Starts with | Hame: Starts with
Description: | Starts with | Descriptior: | Starts with

[ Disabled accounts 1 [] Disabled accourts
"] Non expiring password [ Non expiring password

Days since lazt logon: l:l Days since lazt logor: l:l

Columns...

In Folder In Folder

MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSION
MCTSESSINM

m Click “OK” inthe Select Users dialog
m Click “OK” inthe Remote Desktop Users dialog

The users listed below can connect to this computer, and any members of
§&|Ed this ubjed type: the Administrators group can connect even if they are not listed.

£

| |Users or Buittin security principals

From this location:
|MCTSESSIUN ions... < "

Enter the object names to select (examples); Admiristrator already has access.

MCTSESSION\1 C [Add.. ]| Femove |

To create new user accounts or add users to other groups. go to Contral
Panel and open User Accournts.

OK Cancel
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3 Configure the “Windows Firewall” in the “Control Panel”

B Gotopath "Control Panel\System and Security\Windows Firewall”
m Click "Allow an app or feature through Windows Firewall”

ﬂ Windows Defender Firewall

&« 3> v ﬂ » Control Panel » System and Security » Windows Defender Firewall

1 &0s 3§

Help protect your PC with Windows Defender Firewall

Control Panel Home

i

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . N
. Q Private networks Connected ()
G Change notification settings
G Turn Windows Defender Metworks at home or work where you know and trust the people and devices on the network
Firewall on or off
& Restore defaults Windows Defender Firewall state: QOn
a
f G Advanced settings Incoming connections: Block all connections to apps that are not on the list
B of allowed apps
Troubleshoot etwork
roubieshoet my netwer Active private networks: @ Network 2
b3 Maotification state: Motify me when Windows Defender Firewall blocks a
new app
. Q Guest or public networks Not connected ()
1
€]
See also
Security and Maintenance
/

Metwork and Sharing Center

v D

O Xi

Search Co... 2

s nalice cotfinac nro romniired 11 8 nano ohoot the Domntol ¥ coffinn noodeo Fo T EEr 1l T
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m Select "Remote Desktop” and choose: “Domain” , “Private” , “Public”

B Select "Remote Desktop Services” and choose: “Domain” , “Private” , "Public”

B Select "Remote Desktop Virtualization Host Agent” and choose: “Domain” ,
“Private” , “Public” if user have install the Virtualization Host service.

'E-) -~ 7t ‘ﬂ » Control Panel » System and Security » Windows Firewall » Allowed apps v O| | Search Control Panel o ‘

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? @Chaﬂge settings

Allowed apps and features:

MName Domain  Private  Public ~
Remote Desktop

Remote Desktop Services

Remote Desktop Virtualization Host Agent

[JRemote Event Log Management

[ Remote Event Monitor

[0 Remote Scheduled Tasks Management
[0 Remote Service Management
[JRemote Shutdown

[ Remote Volume Management

g

v

Allow another app...

[JRouting and Remote Access
[0 Secure Socket Tunneling Protocol
Secure World Wide Web Services (HTTPS)

EO00000000ORK R
OO0D000000OR AR
EO00000000OR ERE

4 Group policy setting for system optimization

The following is a list of policy changes required to lower CPU utilization while maintaining the
RDS session video and audio quality on a Windows Server OS.

Launch the group policy editor “gpeditmsc” as an administrator on the Windows Server. Below
are suggestions for getting better performance between the Session Host or Virtual Host and
the RDP client, some policy settings are required (i.e. any about the RemoteFX setting needs to
be enabled). Please refer to the text in red below to enable or disable the required policy
settings.

m launch the Local Group Policy Editor
> Press the Windows key 2 Y
> Enter “gpedit.msc”

» Click "OK” tolaunch
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Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

| gpedit.msc W

'@' This task will be created with administrative privileges.
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B Enable "Allow RDP redirection of other supported RemoteFX USB devices from this

computer”

> Expand the path “Computer configuration >> Administrative templates > >

Windows components >> Remote Desktop Services >> Remote Desktop

Connection Clients >> RemoteFX USB Device Redirection”

> Doubleclick "Allow RDP redirection of other supported RemoteFX USB devices

from this computer”
» Select

“Enabled”

b 1 Location and Sensors
7] Maintenance Scheduler
71 NetMeeting
7] Network Access Protection
1 Network Projector
7] Online Assistance
[ Password Synchronization
] Portable Operating System
] Presentation Settings

] Remote Desktop Services

[N

I | Remote Desktop Session Host
] RSS Feeds
[ Security Center
7] Server for NIS
[ Shutdown Optiens
] SkyDrive
7] Smart Card

Allow RDP redirection of other

supported RemoteFX USB devices Allow RDP redirection of other supported RemoteFX USB devices from this computer

from this computer

Edit policy setting

Requirements:

At least Windows 7 with Service
Pack 1 or Windows Server 2008 R2
with Service Pack 1

Description:

This policy setting allows you to
permit RDP redirection of other
supported RemoteFX USB devices
from this computer, Redirected
RemoteFX USE devices will not be
available for local usage on this
computer.

If you enable this policy setting,
you can choose to give the ability

~

Setting

State

Enabled |

Comment
No

Extended AStandard/

@ Allow RDP redirection of other supported RemoteFX USB devices from this computer

Next Setting

| Previous Setting | |

O Not Configured Comment:

® Enabled

O Disabled

Supported on:

At least Windows 7 with Service Pack 1 or Windows Server 2008 R2 with Service
Pack 1

Options:

Help:

Adminstrators and Users W

RemoteFX USE Redirection Access Rights

This policy setting allows you to permit RDP redirection of other
supported RemoteFX USE devices from this computer.
Redirected RemoteFX USB devices will not be available for local
usage on this computer.

If you enable this policy setting, you can choose to give the
ability to redirect other supported RemoteFX USE devices over
RDP to all users or only to users who are in the Administrators
group on the computer,

If you disable or do not configure this policy setting, other
supported RemoteFX USE devices are not available for RDP
redirection by using any user account.

For this change to take effect, you must restart Windows.
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|
>

Enable “Allow audio and video playback redirection”

Expand the path “Computer configuration >> Administrative templates > >

Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Device and Resource Redirection”

» Double click “Allow audio and video playback redirection”

>

File

Action

Select “Enabled”

View Help

L

= H

] Online Assistance

[ Password Synchronization

7] Portable Operating System

7] Presentation Settings

4 [~ Remote Desktop Services
[7] RD Licensing

b ] Remote Desktop Connection Client

4[] Remote Desktop Session Host
7] Application Compatibility
| Connections

I | Device and Resource Redirection I

| Licensing
| Printer Redirection

Allow audio and video playback

Setting

State

redirection

Edit policy setting

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professional

Description:
This policy setting allows you to
specify whether users can redirect

Allow audic and video playback redirection

Enabled |

Allow audio recording redirection
- Limit audio playback quality
= Do not allow Clipbeard redirection
Do not allow COM port redirection
iz Do not allow drive redirection
Do not allow LPT port redirection
Do not allow supperted Plug and Play device redirection
- Do not allow smart card device redirection

iz Allow time zone redirection

Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

= Mot configured
the remote computer's audio and

video output in a Remote Desktop
Services session.

Users can specify where to play
the remote computer's audio
output by configuring the remote
audio settings on the Local
Resources tab in Remote Desktop
- Connection (RDC). Users can

[ Security Center choose to play the remote audio
[ Server for NIS on the remote computer or on the

i Extended  Standard /

1 Profiles
| RD Connection Broker
I [] Remote Session Environment
[ Security
[ Session Time Limits
7] Temporary folders
] RSS Feeds

@ Allow audio and video playback redirection T | | Next Setting

O Not Configured Comment:

O Disabled

Supported on: [ At east Windows Server 2003 operating systems or Windows XP Professional

Help:

This policy setting allows you to specify whether users can
redirect the remote computer's audio and video cutput in a
Remote Desktop Services session.

Users can specify where to play the remote computer's audio
output by configuring the remote audio settings on the Local
Resources tab in Remote Desktop Connection (RDC). Users can
choose to play the remote audio on the remote computer or on
the local computer. Users can also choose to not play the audio.
Video playback can be configured by using the videoplayback
setting in a Remote Desktop Protocol (rdp) file. By default, video
playback is enabled.

By default, audio and video playback redirection is not allowed
when connecting to a computer running Windows Server 2008
R2, Windows Server 2008, or Windows Server 2003, Audio and
video playback redirection is allowed by default when
connecting to a computer running Windows 8, Windows Server
2012 R2, Windows 7, Windows Vista, or Windows XP Professional.

If you enable this policy setting, audic and video playback

redirection is allowed.
oK

w

| Cancel || Apply |
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m Enable “Configure RemoteFX"

» Expandthe path “Computer configuration >> Administrative templates > >

Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2"

> Doubleclick "Configure RemoteFX”

» Select

g
File  Action

“Enabled”

s n

] Online Assistance

1 Password Synchronizaticn

7| Portable Operating System

] Presentation Settings

4[] Remote Desktop Services
71 RD Licensing
4 | Remote Desktop Connection Client
] RemoteFX USBE Device Redirection
4 7] Remote Desktop Session Host
71 Application Compatibility
7 Cennections
] Device and Resource Redirection
[ Licensing
| Printer Redirection
] Profiles
] RD Connection Broker
4 || Remote Session Environment
I RemoteFX for Windows Server 2008 RZI

[ ] Security
] Session Time Limits
7] Temporary folders

[Z] RSS Feeds

= Security Center

[ Server for NIS
<| m >

Select an item to view its description.

Setting

State

Comment

onfigure RemoteFX

Enabled

No

ptimize visual experience when using RemoteFX

ptimize visual experience for Remote Desktop Service Sessions

Enabled
Enabled

No

< m

Extended Aﬁtandard/

[E] Configure RemoteFX

O Net Configured
®) Enabled
(O Disabled

Previous Setting | | Next Setting

Comment:

Supported on:

Windows 7 or Windows Server 2008 R2 (and their subsequent Service Packs) only

Help:

This policy setting allows you to control the availability of
RemoteFX on both a Remote Desktop Virtualization Host (RD
Wirtualization Host) server and a Remote Desktop Session Host
(RD Session Host) server.

When deployed on an RD Virtualization Host server, RemoteFX
delivers a rich user experience by rendering content on the server
by using graphics processing units (GPUs). By default, RemoteFx
for RD Virtualization Host uses server-side GPUs to deliver a rich
user experience over LAN connections and RDP 7.1.

When deployed on an RD Session Host server, RemoteFX delivers
a rich user experience by using a hardware-accelerated

compressicn scheme,

If you enable this policy setting, RemoteFX will be used to deliver
a rich user experience over LAN connections and RDP 7.1,

If you disable this policy setting, RemoteFX will be disabled.

If you do not configure this policy setting, the default behavior

w

| QK

|| Cancel || Apply
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B Enable and set “Optimize visual experience when using Remote FX”
> Expand the path “Computer configuration >> Administrative templates > >
Windows components >> Remote Desktop Services >> Remote Desktop Session
host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2"
» Doubleclick “Optimize visual experience when using Remote FX”
» Select "Enabled”

=
File Action View Help

o E 2 EBE T

71 Online Assistance ~ MI

] Passwaord Synchronization
7 Portable Oyeratm System Select an item to view its description, _3etting State Comment
P! 9 |i=/iCenfigure RemoteFX Enabled No

(] Presentation Settings =] Opt isual i h RemoteFX Enabled N
« [ Remote Desktop Services |i=] Optimize visual experience when using Remotel nable: o

] RD Licensing
4 | Remaote Desktop Connection Client
7| RemoteFX USE Device Redirection
4[| Remote Desktop Session Host
7] Application Compatibility
7 Cennections
| Device and Resource Redirection
[ Licensing
"] Printer Redirection
7 Profiles
| RD Connection Broker
4[] Remote Session Environment
| RemoteFX for Windows Server 2008 R2|
] Security
] Session Time Limits
| Temporary folders
] RSS Feeds
=] Security Center

"1 Server for NIS hd
<] n > Extended  Standard /

|iz| Optimize visual experience for Remote Desktop Service Sessions Enabled No
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~ Optimize visual experience when using RemoteFX = = 2B

@ Optimize visual experience when using RemoteFX s dzing, | | Next Setting |

O Not Configured Comment: ~
® Enabled
O Disabled v
Supperted oni [\Windows 7 or Windows Server 2008 R2 (and their subsequent Service Packs) only | ~
W
Options: Help:
Screen capture rate (frames per second): This policy setting a.llows youto specify the visual exper.ience [~
that remote users will have in Remote Desktop Connection (RDC)
|Highest (best quality) v| connections that use RemoteFX. You can use this policy to
balance the network bandwidth usage with the type of graphics
Screen Image Quality: experience that is delivered.
|Hi9h95t (best quality) V| Depending on the requirements of your users, you can reduce
network bandwidth usage by reducing the screen capture rate.

You can also reduce network bandwidth usage by reducing the
image quality (increasing the amount of image compression that | =
is performed).

If you have a higher than average bandwidth network, you can
maximize the utilization of bandwidth by selecting the highest
setting for screen capture rate and the highest setting for image
quality.

By default, Remote Desktop Connection sessions that use
RemoteFX are optimized for a balanced experience over LAN
conditions. If you disable or do not configure this policy setting,
Remote Desktop Connection sessions that use RemoteFX will be |,

| OK || Cancel || Apply |

B Enable and set “Optimize visual experience for Remote Desktop Service Sessions”
» Expand the path “Computer configuration >> Administrative templates > >
Windows components >> Remote Desktop Services >> Remote Desktop Session
host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2"
> Double click "Optimize visual experience for Remote Desktop Service Sessions”
» Select "Enabled”

» Set "Visual experience” to "Rich Multimedia”

File  Action

Y ; I
[ Online Assistance ~ [ Remotefx for Windows server 200882
] Password Synchronization .
] Portable Oyeratm Systemn Select an item to view its description. _Setting State Comment
P! 9y \iz|iConfigure RemoteFX Enabled No

| Presentation Settings

4[| Remote Desktop Services ) ) :
[ RD Licensing |iZ| Optimize visual experience for Remote Desktop Service Sessions Enabled No

Optimize visual experience when using RemoteFX Enabled No

4 || Remote Desktop Connection Client
7| RemoteFX USBE Device Redirection
2 ] Remote Desktop Session Host
"] Application Compatibility
[ Connections
|| Device and Resource Redirection
] Licensing
] Printer Redirection
] Profiles
"] RD Connection Broker
4 [ | Remote Session Environment
I " RemoteFX for Windows Server 2008 R.EI
[ Security
] Session Time Limits
| Temporary folders
] RSSFeeds
[ Security Center
| Server for MIS > < L ’

<] n > Extended / Standard /
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@ Optimize visual experience for Remote Desktop Service Sessions

Previous Setting | | e

O Mot Configured ~ CoMment:

) Disabled

Supported on:

Windows 7 or Windows Server 2008 R2 (and their subsequent Service Packs) only

Options:

Help:

Visual experience:  |Rich multimedia v |

This policy setting allows you to specify the visual experience
that remote users receive in Remote Desktop Services sessions.
Remote sessions on the remote computer are then optimized to
support this visual experience.

By default, Remote Desktop Services sessions are optimized for
rich multimedia, such as applications that use Silverlight or
Windows Presentation Foundation,

If you enable this policy setting, you must select the visual
experience for which you want to optimize Remote Desktop
Services sessions. You can select either Rich multimedia or Text.

If you disable or do not configure this policy setting, Remote
Desktop Services sessions are optimized for rich multimedia.
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m  Enable “Limit maximum color depth” .
> Expand the path “Computer configuration >> Administrative templates > >
Windows components >> Remote Desktop Services >> Remote Desktop Session
host >> Remote Session Environment”
» Double click “Limit maximum color depth”
» Select “Enabled”
» Set "Color Depth” to “32bit" or “Client Compatible”

File Action View Help

e znE = B

] Online Assistance [ Remote Session Emvironmeert

| Password Synchronization .
Select an item to view its description.  Setting State

“| Portable Operating Syst -
g PO ’ tet- pErSEE;:g yeem RemoteFX for Windows Server 2008 R2
resentation ngs
4 [] Remote Desktop Segr\.rices Limit maxirmum coler depth Enabled I
] RD Licensing iz Enforce Removal of Remote Desktop Wallpaper Mot configured

b ] Remote Desktop Connection Client
4 [7] Remote Desktop Session Host

7] Application Compatibility
] Connections Remove Windows Security item from Start menu Mot configured

=] Limit maximum display resolution Mot configured
(=] Limit number of menitors Mot configured

Remove "Disconnect” option from Shut Down dialog Mot configured

| Device and Resource Redirection Use advanced RemoteFX graphics for RemoteApp Enabled
[ Licensing |z Configure compression for RemoteFX data Enabled
[ 7] Printer Redirection |z Configure image quality for RemoteFX Adaptive Graphics Enabled
] Profiles |i=] Enable RemoteFX encoding for RemoteFX clients designed f... Enabled
("] RD Connection Broker \iz| Configure RemoteFX Adaptive Graphics Enabled
4 |.j R te Session Envi t | Start a program on connection Mot configured
N [Z] RemoteFX for Windows Server 2008 R2 |i=] Always show desktop on connection Mot configured
.l:l Security Allow desktop composition for remote desktop sessions Enabled
[ Session Time Limits Do not allow font smoothing Mot configured

- RSSIlF—I 'zemporaryfolders |i=] Use the hardware default graphics adapter for all Remote De... Enabled
eeds

Lj Security Center <] m [
||| Bxtended  Standard /

@ tnaamumicciegdecth Previous Setting | | Mext Setting

O Not Cenfigured Comment:
(®) Enabled
) Disabled

Supported on: [ Windows Server 2008, Windows Server 2003, Windows 7, Windows Vista, and
Windows XP

Opticns: Help:

|Cu|ur Depth |32 bit

This policy setting allows you to specify the maximum color
resolution (color depth) for Remote Desktop Services
connections,

You can use this policy setting to set a limit on the color
depth of any connection that uses RDP. Limiting the color depth
can improve connection performance, particularly over slow
links, and reduce server load.

If you enable this policy setting, the color depth that you
specify is the maximum color depth allowed for a user's RDP
connection. The actual color depth for the connection is
determined by the color support available on the client
computer. If you select Client Compatible, the highest color
depth supported by the client will be used.

If you disable or do not configure this policy setting, the
color depth for connections is not specified at the Group Policy
level.
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File

Enable “Enable RemoteFX encoding for RemoteFX clients designed for Windows

Server2008R2 SP1”

» Expandthe path “Computer configuration >> Administrative templates > >
Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Remote Session Environment”
> Double click “Enable RemoteFX encoding for RemoteFX clients designed for

Windows Server2008R2 SP1”

» Select “Enabled”

Action  View Help

L

= HeE T

] Online Assistance
7] Password Synchronization
[ Portable Operating System
7] Presentation Settings
4[] Remote Desktop Services
7] RD Licensing
b ] Remote Desktop Connection Client
4[] Remote Desktop Session Host
7] Application Compatibility
] Connections
| Device and Resource Redirection
[ Licensing
[ Printer Redirection
1 Profiles
| RD Connection Broker
A |,j Remote Session Environment
| RemoteFX for Windows Server 2008 R2
[ Security
[ Session Time Limits
7] Temporary folders
] RSS Feeds
[ Security Center

Select an item to view its description.

Setting
[7] RemoteFX for Windows Server 2008 R2
=] Limit maximum coeler depth
|z Enforce Removal of Remote Desktop Wallpaper
|z Limit maximum display resolution
|=] Limit number of menitors
Remove "Disconnect” option from Shut Down dialog
|| Remove Windows Security item from Start menu
Use advanced RemoteFX graphics for Remotedpp
| Configure compression for RemoteFX data
Configure image quality for RemoteFX Adaptive Graphics

State

Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Enabled

Enabled

Enabled

Enable RemoteFX encoding for RemoteFX clients designed f...

Enabled

Configure RemoteFX Adaptive Graphics
Start a program on connection
=] Always show desktop on connection
Allow desktop composition for remote desktop sessions

| Do not allow font smoocthing

Use the hardware default graphics adapter for all Remote De...

Enabled
Mot configured
Mot configured

Enabled
Mot configured

Enabled

Extended /(Standard/
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A Enable RemoteFX encoding for RemoteFX clients designed for Windows Server 200... I;Ii-

E} Enable RemoteFX encoding for RemoteFX clients designed for Windows Server 2008 R2 5P1

| Previous Setting | | Next Setting

(O Not Configured Comment:

O Disabled v
Supported on:

At least Windows Server 2012, Windows 8 or Windows RT A

Options: Help:

This policy setting allows you to configure graphics
encoding to use the RemoteFX Codec on the Remote Desktop
Session Host server so that the sessions are compatible with
non-Windows thin client devices designed for Windows Server
2008 R2 5P1. These clients only support the Windows Server 2008
R2 5P1 RemoteFX Codec.If you enable this policy setting, users'
sessions on this server will only use the Windows Server 2008 R2
SP1 RemoteFX Codec for encoding. This mode is compatible
with thin client devices that only support the Windows Server
2008 R2 5P1 RemoteFX Codec.If you disable or do not configure
this policy setting, non-Windows thin clients that only support
the Windows Server 2008 R2 SP1 RemoteFX Codec will not be
able to connect to this server. This policy setting applies only to
clients that are using Remote Desktop Protocol (RDP) 7.1, and
does not affect clients that are using other RDP versions.

| OK || Cancel | Apply

B Enable “Use the hardware default graphics adapter for all Remote Desktop Services

sessions”

» Expand the path “Computer configuration >> Administrative templates > >
Windows components >> Remote Desktop Services >> Remote Desktop Session
host >> Remote Session Environment”

> Double click “Use the hardware default graphics adapter for all Remote Desktop
Services sessions”

» Select "Enabled”

Note: Enabling this policy might affect your remote connections. Disabling or enabling this policy will decide the connection
decoded by the CPU or GPU.
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File Action View Help
e 2E = H

1 Online Assistance
] Password Synchronization

Select an item to view its description,  Setting State

7] Portable Operating System
7] Presentation Settings
4 [ Remote Desktop Services
1 RD Licensing
b ] Remote Desktop Connection Client
4 [7] Remote Desktop Session Host
7] Application Compatibility
71 Connections
7] Device and Resource Redirection
7 Licensing
71 Printer Redirection
7 Profiles
| RD Connection Broker
4 |:| Remote Session Environment
] RemoteF¥ for Windows Server 2008 R2

[ Security
] Session Time Limits
7] Temporary folders

| RS5 Feeds

[ Security Center

[7] RemoteFx for Windows Server 2008 R2
| Limit maximum coler depth

Enforce Removal of Remote Desktop Wallpaper
Limit maximum display resolution
Limit number of monitors
Remove "Disconnect” eption from Shut Down dialog
Remove Windows Security item from Start menu
Use advanced RemoteFX graphics for RemoteApp

Configure compression for RemoteFX data

Configure image quality for RemoteFX Adaptive Graphics
Enable RemoteFX encoding for RemoteFX clients designed f...

Configure RemoteFX Adaptive Graphics
Start a program on connection
Always show desktop on connection
| Allow desktop composition for remote desktop sessiens
Do not allow font smoocthing

Enabled
Not configured
Mot configured
Not configured
Mot configured
Not configured

Enabled

Enabled

Enabled

Enabled

Enabled
Not configured
Not configured

Enabled
Not configured

Use the hardware default graphics adapter for all Remote De...

Enabled

>

Extended )(Standard/

E Use the hardware default graphics adapter for all Remote Desktop Services sessions

| Previous Setting | | Next Setting

(O Not Configured Comment:
(®) Enabled
() Disabled

Supported on:

At least Windows Server 2012 R2 with RDSH role installed

Help:

This policy setting enables systern administrators to change the
graphics rendering for all Remote Desktop Services sessions on a
Remote Desktop Session Host (RD Session Host) server.

If you enable this policy setting, all Remote Desktop Services
sessions on the RD Session Host server use the hardware graphics
renderer instead of the Microsoft Basic Render Driver as the
default adapter,

If you disable or do net configure this policy setting, all Remote
Desktop Services sessions on the RD Session Host server use the
Microsoft Basic Render Driver as the default adapter.

NOTE: The policy setting affects only the default graphics
processing unit (GPU) on a computer with more than one GPU
installed. All additional GPUs are considered secendary adapters
and used as hardware renderers. The GPU configuration of the
local session is not affected by this policy setting.

oK || el || A
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Enable “Configure compression for RemoteFX data”

Expand the path “Computer configuration >> Administrative templates >>

Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Remote Session Environment”
Double click “Configure compression for RemoteFX data”
Select "Enabled”

Set RDP compression algorithm to “Do not use an RDP compression algorithm”

A Configure compression for RemoteFX data O x

E Configure compression for RemoteFX data ez iy ‘ | Next Setting

O Not Configured ~ COMment:
(® Enabled
) Disabled
Supported on: [ At |east Windows Vista with Service Pack 1
Opticns: Help:

This policy setting allows you to specify which Remote Desktop | ~

RDP compressicn algorithm:
Protecol (RDP) comprelsswon algorithm to use.

Do not use an RDP compression algorithm ~

By default, servers use an RDP compression algorithm that is
based on the server's hardware configuration.

If you enable this policy setting, you can specify which RDP
compressien algorithm to use, If you select the algorithm that is
optimized to use less memory, this optien is less memory-
intensive, but uses more network bandwidth. If you select the
algorithm that is optimized to use less network bandwidth, this
option uses less network bandwidth, but is more memory-
intensive. Additionally, a third opticn is available that balances
memory usage and network bandwidth, In Windows & only the
compression algorithm that balances memeory usage and
bandwidth is used.

You can also choose not to use an RDP compression algorithm.,
Choosing net to use an RDP compression algorithm will use
more network bandwidth and is only recommended if you are
using a hardware device that is designed to optimize network o
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Enable “Configure RemoteFX Adaptive Graphics”

Expand the path “Computer configuration >> Administrative templates >>

Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Remote Session Environment”

Double click “Configure RemoteFX Adaptive Graphics”

Select “Enabled”

Set RDP Experience to “Optimize for server scalability”

A Configure RemoteFX Adaptive Graphics

E Configure RemoteFX Adaptive Graphics

Previous Setting | | Next Setting

(O Not Configured Comment:
(® Enabled
() Disabled

Supported on: [ at eact Windows Server 2012, Windows 8 or Windows RT

Options:

Help:

RDP experience:

Optimize for server scalability

This policy setting allows the administrator to configure the
RemoteFX experience for Remote Desktop Session Host or
Remote Desktop Virtualization Host servers, By default, the
system will choose the best experience based on available
nework bandwidth.

If you enable this policy setting, the RemoteFX experience could
be set to one of the following options:

1. Let the system choose the experience for the netwark
condition

2. Optimize for server scalability

3. Optimize for minimum bandwidth usage

If you disable or do not configure this policy setting, the
RemoteFX experience will change dynamically based on the
network condition.”
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Enable the policy “Require use specific security layer for remote (RDP) connections”

>

Expand the path “Computer configuration >> Administrative templates >>

Windows components >> Remote Desktop Services >> Remote Desktop Session

host >> Security”

A\

>
>

Select "Enabled”

Setthe “Security Layer” to “Negotiate”

1=}
. Action View Help

Double click “Require use specific security layer for remote (RDP) connections” .

s n

=Bz T

] Online Assistance ~
(] Password Synchronization
7] Portable Operating System
(7] Presentation Settings
4 ] Remote Desktop Services
(] RD Licensing
4[] Remote Desktop Cennectien Client
(] RemoteFX USB Device Redirection
4[] Remote Desktop Session Host
(] Application Compatibility
] Connections
(] Device and Resource Redirection
[ Licensing
[ Printer Redirection
[ Profiles
(] RD Connection Broker
4 || Remote Session Envirenment

*_RemoteFX for Windows Server 2008 A2
Session Time Limits

] Temporary felders
] RSS Feeds
(71 Security Center

[ Serverfor NIS v
< m >

Select an item to view its description.

Setting
Server authentication certificate template

Set client connection encryption level
Always prompt for passward upon connection
Require secure RPC communication

Require use of specific security layer for remote (RDP) connections

Do not allow local a rsto 1

Require user authentication for remote connections by using Network Level Authent...

State

Not configured
Not configured
Not configured
Not configured
Enabled |
Not configured
Not configured

Comment
No
No
No
No
Ne
Ne
Ne

Extended /{ Standard /

7 setting(s)

@ Require use of specific security layer for remote (RDP) connections

O Not Configured

O Disabled

Supported on:

Opticns:

Comment:

Previous Setting | | Mext Setting

At least Windows Vista

Help:

MNegotiate
Choose the secu RDP

Security Layer [SSL (TLS 1.0) v

wwn list,

This policy setting specifies whether to require the use of a
specific security layer to secure communications between clients
and RD Session Host servers during Remote Desktop Protocol
(RDP) connections.

If you enable this policy setting, all communications between
clients and RD Session Host servers during remote connections
must use the security method specified in this setting. The
following security methods are available:

* Megotiate: The Negotiate method enforces the most secure
method that is supported by the client. If Transport Layer
Security (TLS) version 1.0 is supported, it is used to authenticate
the RD Session Host server. If TLS is not supported, native
Remote Desktop Protocol (RDP) encryption is used to secure
communications, but the RD Session Host server is not
authenticated.

* RDP: The RDP method uses native RDP encryption to secure
communications between the client and RD Session Host server.

If you select this setting, the RD Session Host server is not v

| Cancel || Apply |
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5 Reboot the system

B Reboot the system to complete the Remote Desktop configuration and to be able to
allow the client remote access
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